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Historically, the most common form of user authentication for SharePoint has been Active Directory. SharePoint 2010 introduced the option of Claims-based authentication, and SharePoint 2013 and later have solidified that option as the base requirement for authentication. SharePoint Online embraces this concept even further with a fairly standardized method of user and group nomenclature.
Many different security formats have been available for on-premises environments since Claims-based authentication was introduced. For example:
	Windows Claims
	i:0#.w|metalogix\rptully

	SAML Claims - commonly Active Directory Federated Services (ADFS)
	i:05.t|adfs|rptully@metalogix.com

	Forms-based Authentication (FBA)
	i:0#.f|membershipprovider|rptully


If you want to read more about claims and their prefixes, refer to the following Microsoft TechNet articles:
· https://msdn.microsoft.com/en-us/library/ff359101.aspx 
· https://social.technet.microsoft.com/wiki/contents/articles/13921.sharepoint-20102013-claims-encoding.aspx
When Office 365 launched, the only claim available was the UPN when federating from an on-premises Active Directory. However, other claims have become available over time. There are limitations with those claims, and since the UPN is (more or less) the email address of the Office 365 end user, it still remains the most common, and perhaps one of the easiest formats to map. The most common user format in SharePoint Online is similar to “i:0#.f|membership|user@domain.com”. In this case the full claims prefix is “i:0#.f|membership|” followed by the email login of the particular user. In most situations where on-premises Active Directories are being federated with Azure AD, these user accounts are roughly analogous to the on-premises user name:
Domain\user = i:0#.f|membership|user@domain.com
One of the benefits of Content Matrix is its automatic attempt to intelligently determine the claim for SharePoint Online and on-premises ADFS environments based on this format and information. However, due to a variety factors, the product may not be able to appropriately determine the difference. Additionally, users may not have their claims provider setup in the same format (ex: on-premises FBA) or the domains providing the user store may be different.  This document provides some methods for introducing different claims mapping formats.
[bookmark: Creating_an_XML_Mapping_File_t26D585E0][bookmark: _Toc523219629]Creating an XML Mapping File to Automatically Map to Claims Based User Naming Conventions
The Editions of Content Matrix that most commonly involve mapping Active Directory users to claims-based identities are SharePoint and File Share.  For all other Editions, mapping is addressed within the Content Matrix help located at https://www.metalogix.com/documentation/content-matrix. 
[bookmark: SharePoint_Edition_User_Mapping6DCB84A7][bookmark: _Toc523219630]SharePoint Edition User Mapping
Content Matrix SharePoint Edition supports mapping users by importing an XML file into the User Mapping dialog,  which can be accessed in one of two ways:
· From the Console ribbon under the Settings tab, select Configure Global Mappings.
[image: ]
· Within the Configure Site Collection Copying Options - Mapping Options tab - accessed when pasting a node within Content Matrix  
[image: ]
Once the Specify Global Mappings dialog displays, an XML file may be imported by choosing the option in the lower left-hand corner of the menu titled [Import mappings from Xml].
[image: ]
You will then be prompted to select the XML file to upload. For users to populate for mapping purposes, the file must be in a very specific format, as shown below.
[image: ]
In this example, this is the claim for SharePoint Online users described earlier in this document. The actual claim used may vary in an on-premises environment that uses claims-based authentication. There are many ways to obtain this claim through programming or scripting, and it is also frequently available through the UI. Two code-based examples from MSDN are covered in the following articles:
· https://msdn.microsoft.com/en-us/library/microsoft.online.sharepoint.tenantadministration.tenant.encodeclaim.aspx
· https://msdn.microsoft.com/en-us/library/microsoft.sharepoint.administration.claims.spclaimprovidermanager.encodeclaim(v=office.14).aspx
Fortunately, you do not need to script to identify this claim as Content Matrix can provide you with that information. If you are unsure of the claim being used, Content Matrix can show the list of users associated with a particular connection.
In the Global Mappings dialog, drop downs allow you to choose both a source and target connection, which return a list of all users associated with that connection, including the claims prefix associated.
[image: ]
In the above example, this view represents a SharePoint Online instance. The appropriate claim is made visible for mapping purposes.
Once the claim is identified, the XML script can be generated. This may be generated manually, through a script of your own creation, or by leveraging the attached example. For the purposes of this example, the userMappings.csv included is the format by which you will be mapping:




         
NOTE:  You will need to first save the files MapADToClaims.txt and (optionally) CreateXMLMapFile_ADToClaimsMigration.txt as PowerShell (.ps1) files.
If you would like to automate the creation of the CSV as well, this following TechNet article will assist with querying Active Directory:
https://technet.microsoft.com/en-us/library/ff730967.aspx
[bookmark: File_Share_Edition_User_MappingA140F5AA][bookmark: _Toc523219631]File Share Edition User Mapping
Content Matrix File Share Edition performs Mapping slightly differently than the SharePoint Edition.  The File Share Edition console can access the user mapping in the following two ways:
· Right-click on a folder connection and choose Edit Mappings > Users.
[image: ]
OR
· During the actual content migration configuration, select the Permissions Options tab then click [Edit Users].
[image: ]
The File Share Edition console does not have an option to import via XML; however, you can import previously saved mappings from the Active Directory Principal to SharePoint Principal Mappings dialog  by choosing File > Load Mappings.
[image: ]
Also, unlike the SharePoint Edition, mappings are per-site collection/connection rather than global. Mappings made for one Site Collection will need to be repeated for others.
The best way to progress is to either map all options manually, or to generate a replica of the file used to store mapping data. This file is automatically saved internally at “%APPDATA%\Metalogix\Content Matrix Console - File Share Edition\PrincipalMappings.mls”. This file is an XML script with information about each Site Collection mapped to, as well as the source and target user. You may generate your own script or use the following template. This template provides a CSV file as a base and script to convert that CSV into a PrincipalMappings.mls file:



[bookmark: _GoBack]          
NOTE:  You will need to first save the file FileShareMapping.txt as a PowerShell (.ps1) file. 
Once the PrincipalMappings.mls file is generated, backup the one located at “%APPDATA%\Metalogix\Content Matrix Console - File Share Edition\PrincipalMappings.mls” with the newly generated file. Once replaced, launch Content Matrix – File Share Edition to appropriately map users.
If you would like to automate the creation of the CSV, this following TechNet article will assist with querying the Active Directory
https://technet.microsoft.com/en-us/library/ff730967.aspx
[bookmark: Mapping_Domain_Users_to_ClaimsB6668F3A][bookmark: _Toc523219632]Mapping Domain Users to Claims-Based User Naming Conventions During Migration
One of the major value-added aspects of Content Matrix is its level of extensibility. Specifically, Content Matrix allows you to insert PowerShell scripts into a migration to change the SharePoint objects as they migrate across. Transformation information can be found within the Content Matrix documentation:
https://www.metalogix.com/documentation/content-matrix
In the SharePoint Edition of Content Matrix one of the available transformations is for SharePoint users.
A transformation can be inserted to convert SharePoint Users and Groups to the appropriate claims identity mid-migration without the need for a mapping XML file. Click the icon below for an example of a transformer that can be used for this purpose.


NOTE: This transformer assumes the claims prefix associated with SharePoint Online is being used and requires an edit to change the user domain to the one best fit to your Organization. Please open the UserTransform.txt file above, adjust the values “$emHost” and “$clmToken” as necessary, then save it as a PowerShell (.ps1) file.
This transformer can be inserted by clicking on the Transformations tab during a content migration and clicking the Add Transformer option, followed by Invoke PowerShell Script.
[image: ]
On the next screen, select the Transform tab, followed by one of the following: 
· Select Use Script From File and browse to the location where the Transformer resides.
OR
· Select Use Configured Script and paste the Transformer content into the lower field.
[image: ]
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MapADToClaims.txt


MapADToClaims.txt
param (

    #CSV file with source list- *******please update path to reflect correct location*******

    $csvFile = "C:\Users\torbach\Downloads\FrontierUM\UserMappings.csv",

	#Output XML File - *****location of xml file that we will import into migration manager tool*****

	$outfile = "C:\Users\torbach\Downloads\FrontierUM\UserMappingTest2.xml",

	#Target DOMAIN - in our instance we are taking the string before the membership pipe

	$DOMAIN = "i:0#.f",

	# Show status messages - if there is an issue with the csv

    $quiet = $false

)



if (!(test-path $csvFile))

{

   

   #if csv path does not exist or permissions will not allow access

   write-warning "Error: CSV file does not exist [$csvFile]"

   break

}

else

{

    #will iterate through csv entries and create xml format for import

    

    $csv = import-csv $csvFile

    $cEntries = $csv.Length



    if($cEntries -eq $null)

    {

        $cEntries = 1

    }



    $activity = "Running"

    $status = "...reading file $csvFile"

    write-host "$activity $status"

    write-host "Found $cEntries entries in the CSV file"



    if($cEntries -ne 0)

    {

         $i = 0

		 Write-Output "<Mappings>"  | Out-File $outfile

         $csv | % {

                    $i++

                    $percent = ([Int32]($i / $cEntries * 100))

                    $status = "({0} of {1})" -f $i, $cEntries

                    

                    if(-not $quiet) {Write-Progress -activity $activity -status $status -percentComplete $percent -id 0 }

                    

                    #CSV file user variable

                    $sUser = $_."MappingSource"

                    #takes user after the \ and fills temp variable

					$temp = $sUser.Split("\")

                    #takes the string from the above variable and connects it to the membership pipe, then takes the username from the temp file and finally appends the @address

					$tUser = $DOMAIN + "|membership|" + $temp[1] + "@metalogix.com"

					#Outputs the expected xml <Mapping Source = Whatever user is in CSV Target = combined string of tuser variable>

                    

					Write-Output "<Mapping Source=`"$sUser`" Target=`"$tUser`" />"  | Out-File $outfile -Append

            }

        Write-Output "</Mappings>"  | Out-File $outfile -Append

    } 

    else

    {

         write-host "Error: Didn't find any entries in the CSV file"

    }



    # Write out completion message

    if(-not $quiet) { Write-Progress -activity "Finalizing..." -status "Script Complete" }

    Start-Sleep 3 

    write-host "Script Complete - xml file can be located at $outfile"

}
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UserMappings.csv


UserMappings.csv
UserMappings

		MappingSource

		corp\sturner

		corp\test

		corp\flastname
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CreateXMLMapFile_A DToClaimsMigration.txt


CreateXMLMapFile_ADToClaimsMigration.txt
param (

    #CSV file with source list- *******please update path to reflect correct location*******

    $csvFile = "C:\Users\torbach\Downloads\FrontierUM\UserMappings.csv",

	#Output XML File - *****location of xml file that we will import into migration manager tool*****

	$outfile = "C:\Users\torbach\Downloads\FrontierUM\UserMappingTest2.xml",

	#Target DOMAIN - in our instance we are taking the string before the membership pipe

	$DOMAIN = "i:0#.f",

	# Show status messages - if there is an issue with the csv

    $quiet = $false

)



if (!(test-path $csvFile))

{

   

   #if csv path does not exist or permissions will not allow access

   write-warning "Error: CSV file does not exist [$csvFile]"

   break

}

else

{

    #will iterate through csv entries and create xml format for import

    

    $csv = import-csv $csvFile

    $cEntries = $csv.Length



    if($cEntries -eq $null)

    {

        $cEntries = 1

    }



    $activity = "Running"

    $status = "...reading file $csvFile"

    write-host "$activity $status"

    write-host "Found $cEntries entries in the CSV file"



    if($cEntries -ne 0)

    {

         $i = 0

		 Write-Output "<Mappings>"  | Out-File $outfile

         $csv | % {

                    $i++

                    $percent = ([Int32]($i / $cEntries * 100))

                    $status = "({0} of {1})" -f $i, $cEntries

                    

                    if(-not $quiet) {Write-Progress -activity $activity -status $status -percentComplete $percent -id 0 }

                    

                    #CSV file user variable

                    $sUser = $_."MappingSource"

                    #takes user after the \ and fills temp variable

					$temp = $sUser.Split("\")

                    #takes the string from the above variable and connects it to the membership pipe, then takes the username from the temp file and finally appends the @address

		    #REMEMBER TO CHANGE THE "@metalogix.com" to your email address "@<companyname>.com" below

					$tUser = $DOMAIN + "|membership|" + $temp[1] + "@metalogix.com"

					#Outputs the expected xml <Mapping Source = Whatever user is in CSV Target = combined string of tuser variable>

                    

					Write-Output "<Mapping Source=`"$sUser`" Target=`"$tUser`" />"  | Out-File $outfile -Append

            }

        Write-Output "</Mappings>"  | Out-File $outfile -Append

    } 

    else

    {

         write-host "Error: Didn't find any entries in the CSV file"

    }



    # Write out completion message

    if(-not $quiet) { Write-Progress -activity "Finalizing..." -status "Script Complete" }

    Start-Sleep 3 

    write-host "Script Complete - xml file can be located at $outfile"

}
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SP_README.TXT


SP_README.TXT
README

======



* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * 

* Save the file MapADTOClaims.txt as a PowerShell (.ps1) file. *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *



Fill out the column "MappingSource" with the source user accounts



User-Definable parameters:

--------------------------



csvFile: 	Name + Path of the csv file containing source users (form = user:name)

outfile: 	Name + Path of auto-generated XML Mapping file

DOMAIN:  	Target AD Domain e.g. "METALOGIX"



Note:

If the source user format is NOT user:name, but is for example domain\name, you must change the following line:



$temp = $sUser.Split(":")  to $temp = $sUser.Split("\")



Changes have been made to reflect the target domain being an O365 user.
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mapping.csv


mapping.csv
mapping

		Source		Target

		domain\username		username@domain.com
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FileShareMapping.txt


FileShareMapping.txt
##This script will generate a .mlm file to be used in Content Matrix - File Share Edition for user mapping

param (

    [string]$CSVPath = $null,

    [string]$MLMOutputPath = $PWD,

    [string]$TargetClaim = "i:0#.f|membership|",

    ##If TenantURL is provided the expectation is that users will be checked for all Site Collections

    [string]$TenantURL = $null,

    ##If SiteURLs is provided as a string array and TenantURL is not provided, this script will target only selected Site Collections.

    [string[]]$SiteURLs = $null,

    ##If the user is listed in the mapping file but doesn't exist at the target, add them to the target

    [bool]$AddUsersIfMissing = $true,

    [bool]$Verbose = $false,

    [string]$Username = $null,

    [string]$Password = $null

)



[bool]$IsFullTenancy = $false;

[string]$activity = $null

[string]$status = $null

$xmlDoc = new-Object System.Xml.XmlDocument

$xmlableTableElement = $xmlDoc.CreateElement("XmlableTable")



Add-PSSnapIn Metalogix.SharePoint.Commands

$cmVersionInfo = (Get-PSSnapIn Metalogix.SharePoint.Commands).AssemblyName



function VerboseWrite

{

    param (

        [Parameter(Position=0)]

        [string]$message,

        [Parameter(Position=1)]

        [bool]$error = $false



    )

    if ($verbose -and !$error)

    {

        Write-Host "[VERBOSE] $message" -ForegroundColor Green

    }

    elseif ($verbose -and $error)

    {

        Write-Host "[WARNING] $message" -ForegroundColor Yellow

    }

}

function decryptPassword($password)

{

    return [Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBSTR($Password))

}

function getUserObject {

	param (

		[string]$userEmail = $(throw "Please provide a valid user name"),

		[Metalogix.SharePoint.SPWeb]$site = $(throw "Please provide a valid site")

	)

	$users = $site.siteusers

	$upn = "i:0#.f|membership|$userEmail"

	$user = $users | ?{$_.PrincipalName -eq $upn}

	if ($user -eq $null)

	{

        if (!$AddUsersIfMissing)

        {

            VerboseWrite "Skipping adding user $userEmail to site $($site.url) due to AddUsersIfMissing parameter." $true

            return $null

        }

		$userXml = "<User ID=`"`" SID=`"`" IsSiteAdmin=`"False`" IsDomainGroup=`"`" LoginName=`"$upn`" Name=`"`" Email=`"`" Notes=`"`" />"

		$opts = New-Object Metalogix.SharePoint.Adapters.AddUserOptions

		try

		{

			$returnXml = $site.Adapter.Writer.AddSiteUser($userXml,$opts)

		}

		catch

        {

            VerboseWrite "Failed to add user $userEmail at $($site.url)" $true

            VerboseWrite "$($_.Exception.Message)" $true

            VerboseWrite "This user will be skipped." $true

            return $null

        }

		$newXmlDoc = new-Object System.Xml.XmlDocument

		$newXmlDoc.LoadXml($returnXml)

		$user = new-Object Metalogix.SharePoint.SPUser($newXmlDoc.FirstChild)

        VerboseWrite "New user object created for $($user.LoginName)"

	}

	return $user

}

function getFullADPath {

	param (

		[string]$userName = $(throw "Please provide a valid user name")

	)

	$userNameArray = $userName.Split("\")

	$searcher = new-object DirectoryServices.DirectorySearcher([ADSI]"LDAP://$($userNameArray[0])")

	$searcher.Filter = "(&(sAMAccountName=$($userNameArray[1])))"

    try { return $searcher.FindOne().GetDirectoryEntry() }

    catch

    {

        VerboseWrite "Unable to access user $userName in Active Directory with the following error." $true

        VerboseWrite "$($_.Exception.Message)" $true

        return $null

    }

}

function getUserCustomColumnsNode {

	$KeyElement = $xmlDoc.CreateElement("Key")

	$KeyValueText = $xmlDoc.CreateTextNode("Details")

	$KeyElement.AppendChild($KeyValueText) | Out-Null

	$ValueElement = $xmlDoc.CreateElement("Value")

	$XmlableEntryElement = $xmlDoc.CreateElement("XmlableEntry")

	$XmlableEntryElement.AppendChild($KeyElement) | Out-Null

	$XmlableEntryElement.AppendChild($ValueElement) | Out-Null

	$XmlableTableElement = $xmlDoc.CreateElement("XmlableTable")

	$XmlableTableElement.AppendChild($XmlableEntryElement) | Out-Null

	$CustomColumnsElement = $xmlDoc.CreateElement("CustomColumns")

	$CustomColumnsElement.AppendChild($XmlableTableElement) | Out-Null

	return $CustomColumnsElement

}



function genericCustomColumns {

	$CustomColumnsElement = $xmlDoc.CreateElement("CustomColumns")

	$XmlableTable = $xmlDoc.CreateElement("XmlableTable")

	$CustomColumnsElement.AppendChild($XmlableTable) | Out-Null

	return $customColumnsElement

}



function sourceXMLNode {

	param (

		[System.DirectoryServices.DirectoryEntry]$sourceUser = $(throw "Please provide a valid user."),

		[string]$userLogin = $(throw "Please provide a valid login")

	)

	$sourceElement = $xmlDoc.CreateElement("Source")

	$ListPickeritemElement = $xmlDoc.CreateElement("ListPickerItem")

	$ListPickerItemElement.SetAttribute("Group","") | Out-Null

	$ListPickerItemElement.SetAttribute("Target",$userLogin) | Out-Null

	if ($sourceUser.ObjectClass -contains "user") { $ListPickerItemElement.SetAttribute("TargetType","User") | Out-Null }

	else { $ListPickerItemElement.SetAttribute("TargetType","Group") | Out-Null }

	$customColumnsNode = getUserCustomColumnsNode

	$ListPickerItemElement.AppendChild($customColumnsNode) | Out-Null

	$TagElement = $xmlDoc.CreateElement("Tag")

	$TagElement.SetAttribute("IsNew","False") | Out-Null

	if ($sourceUser.ObjectClass -contains "user")

	{

		$typeString = $cmVersionInfo.Replace("Metalogix.SharePoint.Commands","Metalogix.DirectoryServices.User, Metalogix.DirectoryServices")

	}

	else

	{

		$typeString = $cmVersionInfo.Replace("Metalogix.SharePoint.Commands","Metalogix.DirectoryServices.Group, Metalogix.DirectoryServices")

	}

	$TagElement.SetAttribute("Type",$typeString) | Out-Null

	$DirectoryNodeElement = $xmlDoc.CreateElement("DirectoryNode")

	$DirectoryNodeElement.SetAttribute("Name",$userLogin) | Out-Null

	if ($sourceUser.cn -ne $null){$DirectoryNodeElement.SetAttribute("CommonName",$($sourceUser.cn)) | Out-Null}

    else{$DirectoryNodeElement.SetAttribute("CommonName","") | Out-Null}

	if ($sourceUser.DistinguishedName -ne $null){$DirectoryNodeElement.SetAttribute("DistinguishedName",$($sourceUser.DistinguishedName)) | Out-Null}

    else{$DirectoryNodeElement.SetAttribute("DistinguishedName","") | Out-Null}

	if ($sourceUser.Description -ne $null) {$DirectoryNodeElement.SetAttribute("Description",$($sourceUser.Description)) | Out-Null}

    else{$DirectoryNodeElement.SetAttribute("Description","") | Out-Null}

	$domain = $userLogin.split("\")[0]

	$DirectoryNodeElement.SetAttribute("Domain",$domain) | Out-Null

	$TagElement.AppendChild($DirectoryNodeElement) | Out-Null

	$ListPickerItemElement.AppendChild($TagElement) | Out-Null	

	$sourceElement.AppendChild($ListPickerItemElement) | Out-Null

	return $sourceElement	

}



function targetXMLNode {

	param (

		[Metalogix.SharePoint.SPUser]$targetUser = $(throw "Please provide a valid user.")

	)

	$targetElement = $xmlDoc.CreateElement("Target")

	$listPickerItemElement = $xmlDoc.CreateElement("ListPickerItem")

	$listPickerItemElement.SetAttribute("Group","") | Out-Null

	$listPickerItemElement.SetAttribute("Target",$targetUser.LoginName) | Out-Null

	$listPickerItemElement.SetAttribute("TargetType","SPUser") | Out-Null

	$customColumnsElement = genericCustomColumns

	$listPickerItemElement.AppendChild($customColumnsElement) | Out-Null

	$TagElement = $xmlDoc.CreateElement("Tag")

	$TagElement.SetAttribute("IsNew","False") | Out-Null

	$typeString = $cmVersionInfo.Replace("Metalogix.SharePoint.Commands","Metalogix.SharePoint.SPUser, Metalogix.SharePoint")

	$TagElement.SetAttribute("Type",$typeString) | Out-Null

	$userElement = $xmlDoc.CreateElement("User")

	$userElement.SetAttribute("ID",$targetUser.ID) | Out-Null

	$userElement.SetAttribute("SID",$targetUser.SID) | Out-Null

	$userElement.SetAttribute("IsSiteAdmin",$targetUser.IsSiteAdmin) | Out-Null

	$userElement.SetAttribute("IsDomainGroup","False") | Out-Null

	$userElement.SetAttribute("LoginName",$targetUser.LoginName) | Out-Null

	$userElement.SetAttribute("Name",$targetUser.Name) | Out-Null

	$userElement.SetAttribute("Email",$targetUser.Email) | Out-Null

	$userElement.SetAttribute("Notes",$targetUser.Notes) | Out-Null

	$tagElement.AppendChild($userElement) | Out-Null

	$listPickerItemElement.AppendChild($tagElement) | Out-Null

	$targetElement.AppendChild($listPickerItemElement) | Out-Null

	return $targetElement	

}



function createSTXmlableItem {

	param (

		[string]$sourceUser = $(throw "Please pass a valid source user"),

		[string]$targetUser = $(throw "Please pass a valid target user"),

		[Metalogix.SharePoint.SPWeb]$site = $(throw "Please pass a valid site")

	)

    Write-Progress -Activity "Mapping user $sourceUser" -id 1

	$srcAdUser = getFullADPath -userName $sourceUser

    if ($srcAdUser -eq $null) { return $null }

    VerboseWrite "Found user $sourceUser in Active Directory"

	$tgtUser = getUserObject -userEmail $targetUser -site $site

	if ($tgtUser -eq $null) { return $null }

    VerboseWrite "$targetUser found in site $($site.url)"

	$srcXml = sourceXMLNode -sourceUser $srcAdUser -userLogin $sourceUser

	$trgtXml = targetXMLNode -targetUser $tgtUser

	$XmlableItemElement = $xmlDoc.CreateElement("XmlableItem")

	$typeString = $cmVersionInfo.Replace("Metalogix.SharePoint.Commands","Metalogix.Data.Mapping.ListSummaryItem, Metalogix.Explorer")

	$XmlableItemElement.SetAttribute("Type",$typeString) | Out-Null

	$ListSummaryItemElement = $xmlDoc.CreateElement("ListSummaryItem")

	$ListSummaryItemElement.SetAttribute("Group","default")

	$ccElement = genericCustomColumns

	$ListSummaryItemElement.AppendChild($ccElement) | Out-Null

	$listSummaryItemElement.AppendChild($srcXml) | Out-Null

	$listSummaryItemElement.AppendChild($trgtXml) | Out-Null

	$XmlableItemElement.AppendChild($ListSummaryItemElement) | Out-Null

	return $XmlableItemElement	

}



function createXMLableEntrySite {

	param (

		$csv = $(throw "Please pass a valid CSV object"),

		$site = $(throw "Please pass a valid site")

	)

	$XmlAbleEntryElement = $xmlDoc.CreateElement("XmlableEntry")

	$keyElement = $xmlDoc.CreateElement("Key")

	$keyTextNode = $xmlDoc.CreateTextNode($($site.url))

	$keyElement.AppendChild($keyTextNode) | Out-Null

	$XmlableEntryElement.AppendChild($KeyElement) | Out-Null

	$ValueElement = $xmlDoc.CreateElement("Value")

	$typeString = $cmVersionInfo.Replace("Metalogix.SharePoint.Commands","Metalogix.DirectoryServices.PrincipalSettings+PrincipalCollection, Metalogix.DirectoryServices")

	$ValueElement.SetAttribute("Type",$typeString) | Out-Null

	$XmlableSetElement = $xmlDoc.CreateElement("XmlableSet")

	foreach ($line in $csv)

	{

		$userXMLNode = createSTXmlableItem -sourceUser $line.Source -targetUser $line.Target -site $site

		if ($userXMLNode -ne $null)

		{

			$XmlableSetElement.AppendChild($userXMLNode) | Out-Null

		}

	}

	$ValueElement.AppendChild($XmlableSetElement) | Out-Null

	$XmlableEntryElement.AppendChild($ValueElement) | Out-Null

	return $XmlAbleEntryElement

}



VerboseWrite "Current CSVPath: $CSVPath"

VerboseWrite "Current output for the MLM: $MLMOutputPath"

VerboseWrite "Current Claim prefix: $TargetClaim"

VerboseWrite "You have chosen not to add missing users to the target. Any user that cannot be found will not be mapped appropriately." $true

if ($TenantURL -eq $null -OR $TenantURL.Length -eq 0)

{

    VerboseWrite "No Tenant URL provided"

    if ($SiteURLs -eq $null -OR $SiteURLs.Length -eq 0)

    {

        VerboseWrite "No Site URLs specified"

        throw "No targets provided. Please populate the TenantURL or SiteURLs property."

    }

    else

    {

        VerboseWrite "The following Site URLs were specified:"

        foreach ($url in $SiteURLs) { VerboseWrite $url }

    }

    $IsFullTenancy = $false

}

else

{

    $IsFullTenancy = $true

    VerboseWrite "Current Tenant URL $TenantURL"

}



 



if ($CSVPath.Length -eq 0)

{

    $CSVPath = Read-Host "Please provide the full path to the source CSV (ex. C:\temp\mapping.csv)"

}

if (!(Test-Path $CSVPath))

{

    throw "Unable to locate or access file at $CSVPath. This script will now exit."

}

try

{

    $CsvOutput = Import-Csv $CSVPath

    $csvSize = $CsvOutput.Length

    VerboseWrite "CSV Imported from $CSVPath"

}

catch

{

    throw "Could not convert $CSVPath to a CSV. This script will now exit."

}

if ($IsFullTenancy)

{

    VerboseWrite "Now beginning to parse the tenancy."

    If ($userName -eq $null -OR $userName.Length -eq 0)

    {

        VerboseWrite "Username not found."

        $userName = Read-Host "Please enter a user name for an Admin of the Tenancy. (ex: user@domain.com)"

    }

    if ($password -eq $null -OR $password.Length -eq 0)

    {

        VerboseWrite "Password not found."

        $securePassword = Read-Host "Please enter the password for $userName." -AsSecureString

        $password = decryptPassword $securePassword

    }

    try

    {

        VerboseWrite "The tenant is located at $TenantURL"

        Write-Progress -Activity "Parsing tenant at $TenantURL"

        $tenant = Get-MLSharePointTenant -User $userName -Password $password -TenantURL $TenantURL

    }

    catch

    {

        VerboseWrite "Unable to parse the tenant with error message $($_.Exception.Message). This script will now exit." $true

        throw $_.Exception

    }

    if ($tenant -eq $null)

    {

        throw "Unable to parse the tenant. This script will now exit."

    }

    else

    {

        VerboseWrite "Tenant at $TenantURL successfully parsed."

        $siteCollection = $tenant.Sites

        $scCount = $siteCollection.Count

    }

    $i = 0

    foreach ($site in $siteCollection)

    {

        $i++

        $percent = ([Int32]($i / $scCount * 100))

        $status = "({0} of {1})" -f $i, $scCount

        Write-Progress -Activity "Mapping site $($site.url)" -Status $status -PercentComplete $percent -id 0

        VerboseWrite "Beginning mapping of site at $($site.url)"

        $XmlableEntrySiteElement = createXMLableEntrySite -site $site.RootWeb -csv $CsvOutput

        $XmlableTableElement.AppendChild($XmlableEntrySiteElement) | Out-Null

    }

}

else

{

    VerboseWrite "Preparing to parse all provided site collections"

    If ($userName -eq $null -OR $userName.Length -eq 0)

    {

        VerboseWrite "Username not found."

        $userName = Read-Host "Please enter a user name for an Admin of all site collections. (ex: user@domain.com)"

    }

    if ($password -eq $null -OR $password.Length -eq 0)

    {

        VerboseWrite "Password not found."

        $securePassword = Read-Host "Please enter the password for $userName." -AsSecureString

        $password = decryptPassword $securePassword

    }

    $i=0

    $scCount = $SiteURLs.count

    foreach($url in $siteUrls)

    {

        $i++

        $percent = ([Int32]($i / $scCount * 100))

        $status = "({0} of {1})" -f $i, $scCount

        Write-Progress -Activity "Mapping site $($site.url)" -Status $status -PercentComplete $percent -id 0

        VerboseWrite "Parsing Site Collection at $url."

        try

        {

            [Metalogix.SharePoint.SPWeb]$site = Get-MLSharePointSite -SiteURL $url -AdapterType "SP" -User $username -Pass $Password

        }

        catch

        {

            try

            {

                [Metalogix.SharePoint.SPWeb]$site = Get-MLSharePointSite -SiteURL $url -AdapterType "CSOM" -AuthenticationType "Metalogix.SharePoint.Adapters.Authentication.Office365StandADFSInitializer" -User $username -Pass $Password

            }

            catch

            {

                VerboseWrite "Unable to parse site at $url. Moving to next site" $true

                VerboseWrite "$($_.Exception.Message)" $true

            }

        }

        if ($site.status -eq "Invalid")

        {

            try

            {

                [Metalogix.SharePoint.SPWeb]$site = Get-MLSharePointSite -SiteURL $url -AdapterType "CSOM" -AuthenticationType "Metalogix.SharePoint.Adapters.Authentication.Office365StandADFSInitializer" -User $username -Pass $Password

            }

            catch

            {

                VerboseWrite "Unable to parse site at $url. Moving to next site" $true

                VerboseWrite "$($_.Exception.Message)" $true

                continue

            }

        }

        if ($site.status -eq "Invalid")

        {

            VerboseWrite "Unable to parse site at $url. Moving to next site" $true

            continue

        }

        $XmlableEntrySiteElement = createXMLableEntrySite -site $site.RootWeb -csv $CsvOutput

        $XmlableTableElement.AppendChild($XmlableEntrySiteElement) | Out-Null



    }

}

$XmlableTableElement.OuterXml | Out-File "$MLMOutputPath\PrincipalMappings.mls" -force

VerboseWrite "File output to $MLMOutputPath\PrincipalMappings.mls"
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README

=======



* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * 

* Save the file FileShareMapping.txt as a PowerShell (.ps1) file. *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *



Fill out the columns Source and Target in the associated mapping.csv with the source user in standard format, and the target user without the claims prefix.



User-Definable Parameters:

--------------------------



CSVPath:		The full path to the CSV to import.

MLMOutputPath: 	The directory to export the PrincipalMapping.mls file to

TargetClaim: 	The target claims prefix. If not provided it will default to the SharePoint Online prefix

TenantURL:	The URL of the SharePoint Online tenant in question, if SharePoint Online

SiteURLs:		An array of strings of all of the site collection URLs to be addressed

AddUsersIfMissing:	If $true will add users to the target site collection and map to that user. If $false will skip the user. Defaults to $false

Verbose:		Enables additional logging to troubleshoot mapping issues

Username:	The username of an account with administrator rights to all of the content

Password:		The password of the aforementioned account



Note:

if most of the aforementioned parameters are not provided they will default to predetermined values. TenantURL or SiteURLs are required however.
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UserTransform.txt
[xml]$doxml = $dataobject.xml

$Exc = $null

$emHost = "@metalogix.com"

$clmToken = "i:0#.f|membership|"

if ($doxml.User.IsDomainGroup -eq "True")

{

                $loginName = $doxml.user.loginname

                $groupName = $loginName

                try

                {

                                if ($action.Options.Verbose)

                                {

                                                $log = $transformer.CreateLogItem("Mapping Domain Group to AD Domain Group")

                                                $log.Source = $groupName

                                                $log.ItemName = $doxml.user.Name

                                                $transformer.FireOperationStarted($log)

                                }

                                if ($loginName.Contains("\"))

                                {

                                                $groupName = $loginName.Split("\")[1]

                                }

                                $name = $doxml.User.Name

                                $fullName = $name

                                if ($name.contains("\"))

                                {

                                                $fullName = $Name.Split("\")[1]

                                }

                                $doxml.user.loginname = "$clmToken$groupName"

                                $doxml.User.Name = "$fullName"



                                $log.Target = $doxml.user.loginname

                

                                $dataobject = new-object Metalogix.SharePoint.SPUser $doxml.User

                }

                catch

                {

                                $Exc = $_.Exception.Message

                }

                if ($action.Options.Verbose)

                {

                                if($exc -eq $null)

                                {

                                                $log.Details = "Group $($log.Source) from the source has been mapped to Group Name $($log.Target). This assumes the target group is an Azure AD group (either purely in Azure or Federated)."

                                                $log.Status = "Completed"

                                }

                                else

                                {

                                                $log.Exception = $Exc

                                }

                                $transformer.FireOperationFinished($log)

                }

}

else

{

    if ($action.Options.Verbose)

    {

        $log = $transformer.CreateLogItem("Mapping AD User to Claims Identity")

        $log.Source = $dataObject.LoginName

        $log.ItemName = $dataObject.LoginName

        $transformer.FireOperationStarted($log)

    }

    try

    {

        $claimsToken = $clmToken

        $emailHost = $emHost

        $userName = $doxml.user.LoginName

        $originalName = $userName

        $slashIndex = $userName.IndexOf("\")

        if($slashIndex -ge 0)

        {

            $userName = $userName.Substring($slashIndex + 1)

        }



        $userName = "$claimsToken$userName$emailHost"



        $doxml.User.LoginName = $userName

        $dataObject = new-object  Metalogix.SharePoint.SPUser $doxml.User

        if ($log -ne $null) { $log.Target = $userName }

    }

    catch

    {

        $Exc = $_.Exception.Message

    }

    if ($action.Options.Verbose)

    {

        if($exc -eq $null)

        {

            $log.Details = "User $($log.Source) from the source has been mapped to User $($log.Target)."

            $log.Status = "Completed"

        }

        else

        {

            $log.Exception = $Exc

        }

        $transformer.FireOperationFinished($log)

    }

}




image18.png
IR e @

‘Open Existig Job Confiuration | | Save Job Confguration





image19.png




image1.png
#D Metalogix




