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Preface

This guide contains instructions for installing and configuring Metalogix ControlPoint for Office365
SharePoint Administration (alternatively called ControlPoint Online) in a hybrid environment. ControlPoint

Online is a Web-based application that offers a proactive, integrated solution for managing site collections
within a hosted SharePoint environment.
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ControlPoint for Office 365 SharePoint

Administration (ControlPoint Online) Conceptual
Overview

In a hybrid installation, the ControlPoint application is installed on premises, on a Windows server where
SharePoint Foundation has been installed (although not necessarily configured). An on-premises SQL

server hosts the ControlPoint Services (xcAdmin) database, which holds configuration information and
analysis data.

After the ControlPoint application is installed, the ControlPoint Configuration site is created in the hosted
environment (or updated if it already exists).

NOTE: Even though ControlPoint Online supports multiple languages, the ControlPoint Configuration site
must be created in English.
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System Requirements

Hosted Environment Requirements

The environment that hosts your SharePoint installation must be running SharePoint 2013.

On-Premises Server Requirements

You can install Metalogix ControlPoint for Office 365 SharePoint Administration (ControlPoint Online) on a
server that meets the following requirements:

e  Windows Server 2008 or 2008 R2 or 2012 Service Pack 3, 64-bit, with the IIS role configured.
NOTE: The server can be either dedicated to ControlPoint Online or shared with other functions.
e  SharePoint 2013 (Foundation or Server) installed, but not necessarily configured.

e For the client Web application: Access to Microsoft SQL Server 2008 or 2012 Service Pack 3 or SQL 2014 (to
host the ControlPoint Service (xcAdmin) database).

NOTE: The SQL server may be on the same physical server as the client Web application, or it may be
on a different machine.

Account Requirements

e The account used to install ControlPoint Online must be:
= a member of the local Administrator's group on the machine where ControlPoint Online is installed

= added to the security server role sysadmin in the SQL server that will be hosting the ControlPoint
Services database

NOTE: If sysadmin privileges cannot be granted, you will need to use an account that has the SQL
server roles securityadmin and dbcreator. as well as SharePoint_Shell _Access rights to the SharePoint
Configuration database.

= The account used to create the ControlPoint configuration site must be a Site Collection
Administrator for the Site Collection where the site will be created.

e The account that will be used to run ControlPoint (that is the ControlPoint Service Account) must:

= be a member of the local Administrator's group on the machine where ControlPoint Online is
installed

= have a valid login for the SQL server that will be hosting the ControlPoint Services database. (sysadim
rights are not required for this account.)

= De a Site Collection Administrator for each site collection to be managed using ControlPoint.

ControlPoint User Requirements

ControlPoint users must:

e be members of the Site Collection Administrators group in site collection that will host the
ControlPoint Configuration site as well as in every Site Collection they will be managing using
ControlPoint Online.
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e use a compatible Web browser:
=  Microsoft Internet Explorer (IE) version 10 or later
EXCEPTION: When using Internet Explorer build 11.0.9600.18617, report results do not fill the
entire results section.
= Microsoft Edge
= Mozilla Firefox version 3 or later
=  Google Chrome (latest public release)

Note that some browsers may have limitations.

Supported Authentication Methods

Authentication to hosted site collections can be based on either of the following methods:

e Separate accounts that are managed within the hosted environment
When this method is used, credentials are passed to and must be verified in the hosted environment
in order for ControlPoint to be accessed.

OR

e Using Active Directory Federated Services (ADFS)
When this method is used, ControlPoint will authenticate with the local ADFS and use that identity to
communicate with the hosted environment.

OR

e Active Directory accounts in the client environment
This method assumes that these accounts are valid in the hosted environment.
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First Time Installation and Configuration

Metalogix ControlPoint for Office 365 SharePoint Administration (ControlPoint Online) is installed and runs
as a .NET application. During installation:

e adedicated application pool is created in IIS for the primary ControlPoint Configuration site, which is
installed under the root site of a hosted site collection

AND

e the ControlPoint Service database (xcAdmin) is created for configuration information and analysis
data

Before You Begin

e The site collection that will host the ControlPoint configuration site must exist on the host and be in
the English language.

e The machine on which you are installing ControlPoint must meet System Requirements.

e Make sure the machine on which you are installing ControlPoint has access to the Internet if you want
to be able to activate your ControlPoint license online.

Have the following information ready (you may wish to record it in the spaces provided):

= The URL for the site collection that will host the primary ControlPoint Configuration Site* and the
URL of the SharePoint Administration site hosting the site collection.

ControlPoint Configuration Site Collection URL:

SharePoint Administration Site URL:

*REMINDER: The ControlPoint Configuration Site must be created in an English-language site
collection.

= The name and port number that you want IS to use to manage the ControlPoint Configuration Site
(The default port number is 2828, but you can set it to any available value.)

Web Site Name:

Port Number:

= The account under which you want the application pool for the ControlPoint Configuration Site to
run (This is normally a domain account, but if you are running an evaluation version of the product
—and the database is on the same machine as ControlPoint—you may use a local account.)

App Pool Service Account:

Password:

= The email credentials that you want to use as the "from" account for correspondence sent on
behalf of ControlPoint.

Local SMTP Server:

Email address:
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= The name of the SQL server that will host the ControlPoint Service (xcAdmin) database, as well as
the authentication method to be used:

(This is where the content database for the Axceler application will reside.)

Database Server Name:

Windows Authentication
OR

SQL Server ID Password

= The ControlPoint Online license activation code:

= The Site Collection Administrator account that will be used to create the ControlPoint Configuration
Site.

Site Collection Administrator Account:

Password:

NOTE: If you do not already have a license activation code, contact Metalogix to obtain one.
First Time Installation and Configuration Process

The ControlPoint Online first time installation and configuration process consists of the following stages:

1 Installing the ControlPoint application and deploying ControlPoint features.
2 Activating your ControlPoint license.

3 Creating the ControlPoint Configuration site.

Installing and Deploying ControlPoint Online

Itis recommended that you temporarily disable virus checkers on all Web front end servers in the farm as
they can slow the solution deployment enough to trigger timeout errors.

To install the ControlPoint Online application:
REMINDER: If UAC is enabled, you must "Run as Administrator."

1 Unzip the downloaded zip file then launch the installer (ControlPointOnline.exe).

A splash screen displays, followed by the InstallShield Wizard Welcome dialog.

2 Click [Next] to display the License Agreement dialog.

3 Read the license agreement. Select | accept the terms of this license agreement.
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4 Click [Next] to display the Destination Folder dialog.

4 ControlPoint Online - InstallShield Wizard E

Metalogix

ControPoint Destination Folder
Installer

Select a drive to install ControlPoint Online to:

‘ E ChProgram FilesyMetalogixiControlPoint Online ‘ Bl |

|I"lSTCI||Shi€|d. < Back | MNext = I Cancel |

The InstallShield Wizard specifies a default install directory (C:\Program Files\Metalogix\ControlPoint Online),
but you can click [Browse] and select a different one.

NOTE: This directory is where the installer will place the files needed to complete the installation.

5 Click [Next] to display the 0365 Configuration dialog.
6 Enter the following urls:

=  For Primary ControlPoint Configuration Site URL, the url of the hosted site collection in which the
ControlPoint Configuration site will be created.

=  For SharePoint Administration URL, the url of the primary page for configuring the hosted SharePoint
environment.

10
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_v ControlPoint Online - InstallShield Wizard

Metalogix ] ]
ControPoint 0365 Configuration

Installer

Identify the Primary Site and Administration Url's

Provide the URL to the primary ContralPaint Configuration Site within your
SharePoint Online environment and the Url to the primary application user
for creating and managing site collections for your Online environment.

Primary ContralPoint Configuration Site URL:
Ihttps:ﬁmetalogix .tharepoint. com/sites/ControlPoint(a100

SharePaint Administration URL:
Ihttps:ﬁmetalogid—admin. sharepoint. com

|n5Tc1||Shie|d' < Back | Mext » I Cancel

7 Click [Next] to display the lIS Configuration dialog.
8 Complete the dialog as follows:

a) For Web Site Name, if different from the default (ControlPoint Online), enter the name that you want
I1S to use to manage the site.

NOTE: The name thatis entered in this field is for 1IS purposes only. The name of the site will
appear in SharePoint and ControlPoint under the name ControlPoint Configuration Site.

b) For Port number, either:
= accept the default value (2828)
OR
= enter a different, unused Port number.

9 If different than the default (the account that is logged into the server), enter the name and password
of the Service Account under which you want the application pool that will host the ControlPoint
Configuration Site to run.

11
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REMINDER: If your databases reside on a different server, then the Service Account must be a domain
account.

"4 ControlPoint Online - InstallShield Wizard
Mgtalogix . .
CorkraPoink IS Configuration

Installer

Configure the ControlPoint Online Client Website

Create "ControlPoint® Application using Application Pool in 115

‘web Site Mame IEontrolPoint Online

Part number : |2828

Specify the service account and password to be used for the
application pool. Normally the service account should be a
Domain Account

Service Account(DomaintUzemame] : Ibellum\administratod

Pazsward : I""

II"ISTCJ”SHEH < Back | MNext » I Cancel

10 Click [Next] to display the ControlPoint Service Database Server dialog.
11 For the Database Server where you want to place the ControlPoint Service (xcAdmin) database:
a) Do one of the following:
= select a server from the drop-down
OR
= click [Browse] to choose a different database server
OR

= enter the server name.

12
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b) Specify the authentication method you want to use. (If you select SQL Server authentication, you
will be prompted to enter the Login ID and Password.)

s ControlPoint Online - Installshield Wizard

Metalogix
ControlPoint
Installer

ControlPoint Service Database Server

Select the xcAdmin database server and authentication method.

Database Server : Iqahostclientﬁ Browse |

Database Authentication

& windows Authentication " SOL Authentication

InstallShield cgack | [ Met»> | cancel

12 Click [Next] to display the Ready to install the ControlPoint Online dialog.

13
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_ ControlPoint Online - InstallShield Wizard Ed

Metalogix
ControlPoint
Installer

Ready to install the ControlPoint Online

The wizard is ready to begin the installation, dick the "Install" button to
start the installation,

‘-'1“:_3|d < Back | Install I Cancel

Install

13 Click [Install].

‘2 ControlPoint Online - InstallShield Wizard

Metalogix
ControlPoint
Installer

Installing package
Fublishing product infarmation

|

[H.SfCJ”Sth: d Cancel |

14
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14 Click [Next] to display the ControlPoint Online Email Information dialog.

15 Enter the email information that will be used as the “from” account for any correspondence sent on
behalf of ControlPoint:

For Local SMTP Server, the NETBIOS name of the SMTP server, and

the EMail from address of the ControlPoint Online "from" account.

_v ControlPoint Online - Installshield Wizard E

Metalogix ] .
ControPPoint Email Information

Installer

ControlPoint Online Email Information

Please identify the email information to be used as the [From: ]
account for email sent onbehalf of ControlPoint Online.

Local SMTP Server: Ibellumdc.lucal

Ermail Address: Iadministratur@bellumdc.Iu:u:a[

|I’15TUHShiE|d Mext = I Cancel

16 Click [Next].

17 The ControlPoint Online installer carries out the following

Installs the ControlPoint Online application components.
Creates the ControlPoint Service (xcAdmin) database on the SQL server specified in Step 11.

Creates the ControlPoint FullDiscovery and Scheduler Jobs tasks in the Windows Task Scheduler
(using the credentials of the ControlPoint Service Account specified in Step 9).

18 When the installler has finished running and the All operations successfully completed message displays,
click [Finish].

15
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_u ControlPeint Online - InstallShield Wizard E2 |

Metalogix
ControlPoink
Installer

The InstallShield Wizard has successfully installed
v ContralPoint Online, Click Finish to exit the wizard.

[+ iLaunch ControlPaoint License Manager

InstallShield

The Activate ControlPoint Licenses dialog displays.

Continue with Activating Your ControlPoint Online License.

NOTE: If you want to activate the application at a later time, uncheck the Launch ControlPoint License
Manager box before clicking [Finish]. When you are ready to activate ControlPoint, you can invoke this
dialog from the desktop or Windows Start menu on the machine where the application was installed. Be
aware, however, that until you activate ControlPoint you will be unable to use it.

16
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Activating Your ControlPoint Online License

The Manage ControlPoint Licenses dialog automatically displays at the conclusion of the installation and
deployment process.

Tj Manage ControlPoint Licenses

"% ControlPoint

[:_. Metalogix
- SharePoint Administration

Licenze file doesn't exizts.

If you have:

&) Performed a new install of CantralPaint on yaur first farm

2 Upgraded ar patched CantrolPaint an your first farm

2 Installed or upgraded ControlPoint an an additional farm in & multi-farm install

{2 Changed or renewed the terms of your CantrolPaint license, or upgraded from the version earlier than 5.2

2 Added SharePaoint YWeh Application ar Content Database

Click:

when complete: Fecord License Info

If you chose not to activate ControlPoint Online immediately, you can invoke this dialog from the Windows
Start menu of the server on which the application was installed by choosing Start > All Programs > Axceler >
ControlPoint_Online > Manage ControlPoint Online Licenses.

NOTE: You may need to "Run as Administrator" to invoke the dialog.

If you do not complete the activation process, the following message will display in the ControlPoint
application header: License Not Yet Recorded.

To initiate license activation:

From the Manage ControlPoint Licenses dialog, select Performed a new install of ControlPoint Online, then click
[Manage Licenses].

The conventional way to activate ControlPoint is over the Internet, using the procedure for_Activating Your
License Over the Internet.

If the machine on which ControlPoint is installed does not have Internet access, you will need to request a
license file from Metalogix. Continue with the procedure for_Activating Your License Without Internet
Access.

17
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Activating Your License Online

To activate your ControlPoint license online:

1 On the Manage ControlPoint Licenses dialog, select the appropriate radio button.

_; Manage ControlPoint Licenses

v—| Metalogix
“ 2k ControlPoint
" SharePoint Administration

License file doesn't exists.

If you have:

&) Performed a new install of CantralPaint on yaur first farm

2 Upgraded ar patched CantrolPaint an your first farm

2 Installed or upgraded ControlPoint an an additional farm in & multi-farm install

2 Changed or renewed the terms of your ControlPaint license, or upgraded from the version earlier than 5.2

2 Added SharePaoint Weh Application ar Content Database

Click:

Manage Licenses when camplete: Record License Info

2 Click [Manage Licenses] to display the Activate License dialog.

3 Make sure Activate Online is selected.

REMINDER: If the server on which ControlPoint is installed does not have internet access, use the
procedure for Activating Your License Offline.

4 Enter the license activation key provided by Metalogix.

18
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NOTE: If you are upgrading from a version earlier than 5.2, the license key field will already be
populated with your current ControlPoint license.

ControlPoint for SharePoint Administrator - Activate License

License Key Information

Flease enter the license key purchased with this product:

|DDDDD-><D 000340 0-0000-00300]

® Activate Online
O Activate Offline

5 Click [Activate].

6 When the License activation succeeded message displays in the lower-left corner of the dialog, click
[Close] to return to the Manage ControlPoint Licenses dialog.

19
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7 Click [Record License Info].

:, Manage ControlPoint Licenses =]

= Metalogix
" st ControlPoint
- SharePoint Administration

Licenze file doesn't exists.

If you have:

® Performed a new install of ControlPoint an yaur first farm

) Upgraded or patched ContralPoint on yaour first farm

2 Installed or upgraded CantrolPaint on an additional farm in a multi-farm install

O Changed aor renewed the terms of vour ControlPaint license, or upgraded fram the version earlier than 5.2

O Added SharePaint YWWeb Application or Content Database

Click: Record License Info

when complete)

The message Processing License displays in the lower left corner of the dialog as license information is
made available to additional Web front-end servers in your environment. When processing is completed,
it is replaced by the message ControlPoint has been activated and License recorded.

When you record your ControlPoint license, the following actions are carried out:

e ControlPoint license makes license information available to additional Web front end servers.

e The polices on all existing Web applications are set to grant the ControlPoint Service Account Full
Control permissions.

e The ControlPoint Service Account is granted the db_owner role in all existing content databases:

e Final setup on the ControlPoint Configuration site is performed.

NOTE: If you do not complete the activation process, the following message will display in the
ControlPoint application header: License file does not exist.

Continue with Creating or Updating the ControlPoint Online Configuration Site.

Activating Your License Without Internet Access

You can activate your ControlPoint license offline by requesting an activation key file from Metalogix. This
file can then be used to activate your ControlPoint license.

20
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NOTE: Because the request for the activation key file must be submitted via the Metalogix website the
request must be submitted from a machine that has internet access.

To activate your ControlPoint license offline:

1 Onthe Manage ControlPoint Licenses dialog, select the appropriate radio button.

: Manage ControlPoint Licenses

“ . ControlPoint

L_ Metalogix
" SharePoint Administration

License file doesn't exists.

If you have:

¥ Performed a new install of ContralPaint an yaur first farm

2 Upgraded ar patched CantralPaint an your first farm

i Installed or upgraded CantralPaint an an additional farm in a multi-farm install

) Changed or renewed the terms of your ControlPaint license, or upgraded from the wversion earlier than 5.2

& Added SharePaint Weh Application or Content Database

Click:

kanage Licenses when complete: Record License Info

2 Click [Manage Licenses] to display the Activate License dialog.

3 Enter the license activation key provided by Metalogix,

NOTE: If you are upgrading from a version earlier than 5.2, the license key field will already be
populated with your current ControlPoint license.

21
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4  Select Activate Offline.

® ControlPoint for SharePoint Administrator - Activate License

License Key Information

Please enter or confirm the license key purchased with this product:

l " y - A WA W

® Activate Online
O Activate Offline

pove

5 Follow the instructions that display in the dialog to complete the activation process:

a) Collect the Activation Data. You have the option to either Copy Activation Data to Clipboard or Save
Activation Data to (text) File.

b) Submit collected data to Metalogix. Go to http://www.metalogix.com/Support/OfflineActivation.aspx
and follow the instructions for submitting your activation data.

When your activation key is returned, you have the option of copying it to the clipboard or saving it to a
data file. Make sure that you choose the option to save to a data file as it is the only method that Activate
License dialog allows.

c) Upload Activation Key File obtained from Metalogix to the Activate License dialog.

d) Click [Activate].

When the License activation succeeded message displays in the lower-left corner of the dialog, click
[Close] to return to the Manage ControlPoint Licenses dialog.

22
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6 Click [Record License Info].

:, Manage ControlPoint Licenses !E[ E

fr— Metalogix
L_' ControlPoint
- SharePoint Administration

License file doesn®t exists.

If you have:

# Performed a new install of ControlPaint on yaur first farm

2 Upgraded or patched ControlPoint on your first farm

Z) Installed ar upgraded CantralPaint on an additional farm in a multi-farm install

2 Changed aor renewed the terms of vour ControlPoint license, or upgraded from the version earlier than 5.2

2 Added ShareFoint Web Application or Content Datahase

Record License Info

Click: Manage Licenses when complete:

The message Processing License displays in the lower left corner of the dialog as license information is
made available to additional Web front-end servers in your environment. When processing is
completed, it is replaced by the message ControlPoint has been activated and License recorded.

Continue with Creating or Updating the ControlPoint Online Configuration Site.

Creating or Updating the ControlPoint Online
Configuration Site

Once you have finished activating your ControlPoint Online license, you will be prompted to create (or
update) the ControlPoint Online Configuration site.

NOTE: If you choose to dismiss the ControlPoint Online Configuration dialog and create/update the
ControlPoint Configuration Site at a later time you will need to invoke the ControlPoint Online Manage
Licenses dialog and click [Record License Info] to invoke it again. You will not be able to use the
ControlPoint application until this step is carried out.

23
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To create or update the ControlPoint Online Configuration Site:

1 Complete the dialog with the User Name and Password of the Microsoft Office 365 Site Collection
Administrator account for the site collection where the ControlPoint Online Configuration Site will
reside

L:i Metalogix
% ControlPoint

ControlPoint Configuration Site

-

Please enter the Microsoft Office 365 Site Collection Administrator credentials which will be
used to create (or update) the ControlPoint Configuration Site and lists required for
ControlPoint to function.

Email: james.joyce@Bellum.onmicrc

Password: ITTITTITTI TR Y] S

Configure

2 Click [Configure]

3 When the message ControlPoint lists were successfully created. displays, click [Go to ControlPoint] to
launch the application.

4 Click [Close] to dismiss the License Manager.

24
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ControlPoint Full Discovery and Scheduler Jobs

As part of the initial configuration of ControlPoint Online, the following tasks are created in the Windows

Task Scheduler on the server where ControlPoint Online is installed, in the folder Task Scheduler Library >
Metalogix > ControlPoint Online:

e the ControlPoint FullDiscovery job, scheduled by default to run once a day to populate the ControlPoint
data cache.

e the ControlPoint Scheduler Job, scheduled to run by default ever 10 minutes to check for and initiate the

execution of operations scheduled via the ControlPoint Scheduler.

These tasks are configured to run using the credentials of the ControlPoint Service Account.

Action  Yiew  Help

File
L 2l ol 7 I

(&) Ta.sk Sc:e‘j:le; (:.oca.g Marme | Status | Triggers | MNexk Run Time | Lask Run Time | Last Run Rest
Bla Ta_s Scheduler Library (B FulDiscovery... Ready At §:24 AM every day
= Metalogix

FI512015 &:24:04 AWM Mever
(T SchedulerJob

712§2015 3:04:04 PM  7/2/2015 2:54:04 PM  The operatior

| ContralPaint Online

Ready At 8:24 AM every day - After triggered, repeat every 10 minutes far a duration of 1 day.
~| Microsoft

1

General |Triggers | Actions | Conditionsl Settings | Histor}fl

MNarne: IFuIIDichVeryJUb

Location: AMetalogixhCaontrolPaint Online
Authar: ControlPoint

Description: | Mone

Security options

When running the task, use the following user account:
BELLURNadministrator

" Run onlywhen user is logged on

% Runwhether useris logged on or not

[~ Do not store password. The task will only have access to local resources

[T Runwith highest privileges

[~ Hidden

Configure far: IWindnws@ 7, Wfindons Serser™ 2008 R2

[

NOTE: Although the Scheduler Job specifies an initial Start Date and Time, the task is actually triggered for
the first time when the first scheduled job is submitted via the ControlPoint application interface.

If you want to change the scheduled run time or frequency of either of these tasks, you can do so directly
in the Windows Task Scheduler or via the ControlPoint Schedule Monitor.

25
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Active

Author

acton @
Edit ‘ Name | Trigger
Run At 3:00 AM

Run At 12.00 AM ev

ControlPoint

ControlPoint

FullDiscoverylob

Schedule Monitor

slPo

26
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Upgrading from a Previous Version of
ControlPoint Online

If ControlPoint Online was originally installed prior to version 6.2, it must be uninstalled (using the
Programs and Features option on the Windows Control Panel) before the new version can be installed
(using the procedures for First Time Installation and Configuration.)

When asked by the installer if you want to remove the Controlpoint Service Database(xcAdmin),
remember to click [No] to avoid losing historical data collected by ControlPoint Online.

ControlPoint Online Installer - InstallShield Wizard

% [0 vou want o delete the ControlPaoint Service

/.-' Database(xcAdmin)?

= IF this was a MultiFarm install and other Farms are skill sharing this
database, then vou should not delete i,

Important Note About Full Discovery and Scheduler Job Tasks

As part of the installation, new ControlPoint FullDiscovery and Scheduler Jobs tasks are created in the
Windows Task Scheduler, in the folder Metalogix > ControlPoint Online, and using the credentials of the
ControlPoint Service Account specified during the installation. These task are replacements for the Host
Client Discovery JOB and the Host Client Scheduler JOB, which can be deleted from the Task Scheduler.

[ Task Scheduler

File  Action Wiew Help
e % HE
1) Task Scheduler (Lacal)

B [ Task Scheduler Library

| Metalogix
| Microsoft

Skakus | Triggers Mexck Run Tirme
R

Ready At 6:25 PM every day - After triggered, repeat every 10 minutes indefinitely,

(TiHast Clie  Run
End
Disable
Export...
Properties

Delete

If you want to change the default scheduled times and frequency of these jobs (for example, to coincide
with those of the original jobs), you can do so directly in the Task Scheduler or via the ControlPoint
application interface.

See ControlPoint Full Discovery and Scheduler Jobs for complete details.
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